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International P4 Experimental Networks (iP4EN)
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Real-Time Anomaly Detection with Entropy qaféij“ NAR

The empirical ent.ropy of the network flow attributes_ is an essential measure for. ideptifying anomalous network traffic. P4 Te St bed AUtO m atl on W|th Rea I Trafﬁ C An 3 IyS|S fo r Te Nna ntS

However, computing the exact entropy values for high-speed networks in real time is computationally expensive.
Accordingly, the present study replaces the complex computations of existing stable random projection methods for

eptropy esti_mation w_ith a simpl_e tgble lookup prc_)cedure. _Notably, the.size of the lookup table is reQuced through a piepe— ® To boost research and experiment % internet Access A
wise linear interpolation heuristic in order to facilitate the implementation of the proposed scheme in resource-constrained o , .
pipeline environments. activities of programmable switch Authorized User

The proposed architecture enables entropy estimation to be performed using both the Log-Mean Estimator (LME) method technology in Taiwan, TWAREN deploys

and the New Estimator of Compressed Counting (NECC) algorithm reported in the literature. The feasibility of the a P4 network testbed based on [ S(SI\II_X%I\I ]
proposed approach is verified empirically using both real-world network traffic traces and synthetic data streams. hardware Tofino P4 switches

Moreover, the practical applicability is demonstrated via stream-based implementation in the programmable data planes ' , r 2

of the NetFPGA-Plus framework and a Tofino P4 switch, respectively. The results indicate that the proposed tabulation- ® Users can access the testbed by passing DSGHAEES P4

based entropy estimation scheme allows minimum-sized Ethernet frames to be processed with a wire speed of up to through SSLVPN authentication system. —— P4 Control Plane -1G (TWAREN VPLS) Ci‘;’:t;‘:i'vjfe”ep
several hundred gigabits per second. a7 o SRR SpARIon g Rosthl. e Rt e, Sed) After booking required resources via o :4ja;a:ath'106 (TW:RE'K:S)
» i~ / the reservation system, the testbed will N J
“Tabular Interpolation Approach Based on Stable Random perform the automation by allocating a Tofino Tofino
Projection for.Estimating Empirical Entropy of High-Spe-ed é"-“‘ brand-new experimental environment o 'V'°df'
Network Traffic” IEEE Access, 27 September 2022, Y. Lai, et al. % 0.6 e e vt =Y Iﬁj‘é‘; ){7“9
5 055 ® |n addition, real traffic of CDN service ir.R
“Sketch-based Entropy Estimation: a Tabular Interpolation § ted b’ N b , q /ﬁ==a
Approach Using P4”, Y. Lai, et al EuroP4 2022 workshop, = . Operate y.our SClEEIn e. mlrrc?re '
CoNEXT 2022 i b »1" to the P4 switch for users to investigate NCHCTN -
and analysis.
0.4 NCKU
1 11 21 31 41 51 61 71 81 91 101 111
Time Slot (30 Sec)
. . . . . %
Real-Time Anomaly Detection with Frequency Moment Estimation ¥ J& & 5 NAR

Chung Yuan Christian University

P4 Testbed Automation with Real Traffic Analysis for Tenants

Frequency moments serve as crucial metrics in the

analysis of network traffic and in identifying irregular = o o -
patterns. However, executing real-time, online 1000 Ac | 1000 AC -' l
) " : ’ R o ! NYCU : : Tenants
computations remains a challenging task. We presents an "= o ! Reservation | |
implementation of the Frequency Moment estimation T | | (DB System | % Tenants can access the P4
utilizing the 100Gbps Xilinx Alveo U200 acceleration card R i ot e 20 e : Coo : . testbed after passing the
. W / Hestw | Frequency Moment \s ' _J 1
of the NetFPGA-PLUS platform. We further showcase its Tl e : i Internet|Access SSLVPN authentication system.
applications in scan anomaly detection and parameter A i E 1 Tenants can book required
estimation for the Weibull model of flow length distribution | = __ Pt proses _; - x | E i | SSLVPN — TR S BV oty
: 1 I
Weibull Shape Parameter i i (NAT) system. |
035 — SourcelP ! : Automation: a brand-new
. i kil i i experimental environment will
i i Production be deployed automatically on
e i i CDN schedule.
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2x200 Gbps : XRootD oo, e e i S to better understand the w— 200 GOpS o R
5 == yiapipredich o cnericon Lo THT RBE Riesr 010 RIEVT s B0 WA EE'E'—“'{'E ﬂuws 100 Gbpg
e SC23 S THERLIGHT 2. XRootD storage responds to the client requests and marks the data ik j ::
transfer packets with the corresponding science domain and activity.

SVITCH ol — ' R&E

N
|
1l
I Groenlandia
I il 1
cia
'I:I"' 11 !
Moruega
Canada IVl
WHRI T g e |
et S
o S Din
_-"'F'-'-FH- -\-\-\-\-\-\-"‘-.-\.
o e
__;-"'.’-..-- ! !ﬂ!mr ::: - m” =
fﬁf = JrL'-EF:r' Z'r'|.'_-|‘~?i T peaa
l_,.r"'i-ra : peeinifreerle i Ucrania
m j.*"’ a-’ AU -‘«-.:Ei.'qm Cazaguistiao
. ,f I - T i ciia
a8 o’ el Romenia
P T
ol (reerlr fiatia ! .
P el Uzbequistao
4 L5 O O
o e Srecis Turquia Turcomenistao L '
arfug “BEpp . .
w it il = I-..I!ll-.? . rl.'ElFlF -T.- il
i | | | el | . ¥ :-lil.il.‘i e !.--.- oLl H r
Ty 'Unisid oL Afeganistao
' ./ Arrocos P Ira bA -
] I::I-'Ii""'n:!.'- o
,-“f Argalia : = Mepal '
J Liia EOITD
I l| i . l.l"l .\.-:.-l\:l.:I I i—ll :'i"".i
W "..:':“:'r' |'|.|"|-I..!' i r s 'I_'I 4.
S LE LS . Tilur: Ir ! !::
r-l .llll'l IiIEli"iJ dUuania ? r|.1 =T Te sl ] o
- Tl =1 ‘Iu"'ll Dma iV A
i i | . -
L . Mauritania |
' iall Miger =4 W, -
Guatemala Ter S Chode SU0ac lamen [allandia :.I- s L1
. ) i = Nl B aiE-ae el irmiS
F"L:" =T ,‘:-‘il_l.'l : I,-'I' I'!_'.!'"'J'".' [Rcit & A fi¥a mineo ===TE g T} | '.rul.,_:'”i;" :-_|i|!'|:|";_'_|-|_: m
F = R=t
3 ) ﬂ-ll._!'..' a5 H 1871a _--_' s W
ViRgoruela / ) Migeri = Udad Etian:
Guiana g ootk do Sul B
Colombia suriname / = : . Malasia
i SDMang
'y o T
Equador / Gabao Hepublice Ll
el L LR ‘Ilr |~||'r|'lll':|-‘-| ._._.I__ll I.‘1I._1|:|!|[|._-.:-.1
i A Rl R Lt
] r i) '-.I .r'. 1% = !
'y Al e ey far de Hand Papua-Nova
A i | : Uin
Pa /
ll:'l Il'-'l.i.- - w
naoa:  rimbia L
Mocambigque
Bollvia F
m Mamihia Zimbabue bAlidr b
Madagascar ceann
; dolsuans:
Par O CFL | i PR P r—'l_ el L VivER
o Australia
Ll -
Eaoilis Allaniica Sul Africa
do Sul

Source: Marcos Felipe Schwarz (RNP)




